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7KLVSDSHUSURSRVHVDV\VWHPDWLFDSSURDFK WRFRQVWUXFWV\VWHPVDIHW\NQRZOHGJHQHFHVVDU\IRUGHYHORSLQJDQG
RSHUDWLQJV\VWHPVVDIHO\7KHFDVHVWXG\RIWKHHGXFDWLRQFRXUVHVIRUWKHSURSRVHGVDIHW\NQRZOHGJHLVDOVRGHVFULEHG
6HFWLRQGHVFULEHVWKHV\VWHPVDIHW\NQRZOHGJHFRQILJXUDWLRQ(GXFDWLRQ0HWKRGRIWKH.QRZOHGJHLVGHVFULEHGLQ
VHFWLRQ&DVHVWXGLHVDUHVKRZQLQVHFWLRQ6HFWLRQH[SODLQVUHODWHGZRUN6HFWLRQVXPPDUL]HVWKLVSDSHU
6\VWHPVDIHW\NQRZOHGJHFRQILJXUDWLRQ
7KHV\VWHPVDIHW\NQRZOHGJHFDQEHFDWHJRUL]HGLQWR$EDVLFNQRZOHGJH%SODQNQRZOHGJH&DQDO\VLVDQG
GHVLJQNQRZOHGJHDQG'YHULILFDWLRQDQGYDOLGDWLRQNQRZOHGJH
,WLVQHFHVVDU\WRXQGHUVWDQGWKHLPSRUWDQFHRIV\VWHPIXQGDPHQWDOVDIHW\NQRZOHGJHIRUGHYHORSLQJVDIHV\VWHPV,W
LVDOVRQHFHVVDU\WRGHYHORSWKHV\VWHPVDIHW\SODQDQGWKHQDQDO\]HDQGGHVLJQV\VWHPVDIHW\
6\VWHPVDIHW\VKRXOGEHFRQVLGHUHGIURPWKHSRLQWRIV\VWHPGHYHORSPHQWOLIHF\FOHSURFHVVHV7KHHOHPHQWVRI
WKHV\VWHPVDIHW\NQRZOHGJHDUHVKRZQLQWKHIROORZLQJVXEVHFWLRQV
2.1. Risk of modern systems and their root causes of failures 
)RU V\VWHP VDIHW\ DVVXUDQFH LW LV QHFHVVDU\ WR OHDUQ PRGHUQ V\VWHP ULVNV DQG URRW FDXVHV RI IDLOXUHV DV WKH
IXQGDPHQWDONQRZOHGJH7KHUHDUHWZRW\SHVRIWKHPRGHUQV\VWHPULVN7KH\DUH,7V\VWHPULVNZKLFKDUHJRLQJWR
ODUJHDQGFRPSOH[DQGV\VWHPGHYHORSPHQWULVNRIQHZWHFKQRORJLHV
)RUWKHODUJHDQGFRPSOH[,7V\VWHPVLWLVGLIILFXOWWRIRUHFDVWWKHFRRUGLQDWLRQHIIHFWVDPRQJFRPSRQHQWV\VWHPVDV
WKHVH FRPSRQHQW V\VWHPV DUH RZQHG DQGPDQDJHGE\GLIIHUHQW SDUWLHV7KLV W\SH RI ULVN LV FDOOHG DV WKH V\VWHP
FRRUGLQDWLRQULVN7KHFRRUGLQDWLRQULVNVDUHFDXVHGE\WKHLQWHUGHSHQGHQF\RIWKH(FRV\VWHPWKDWLVLQWHJUDWHGIURP
DOOWKHFRQVWLWXHQWV\VWHPV,WLVQHFHVVDU\WRXQGHUVWDQGWKHFRXQWHUPHDVXUHVIRUWKHV\VWHPFRRUGLQDWLRQULVNVRIWKH
(FRV\VWHP
7KHUHLVDQRWKHUW\SHRIULVNZKLFKLVFDOOHGDVWKHVRFLRWHFKQRORJLFDOULVN7KHODWWHUULVNLVLGHQWLILHGIURPWKH
RYHUDOOSRLQWRIYLHZEDVHGRQKXPDQRUJDQL]DWLRQVRFLHW\SROLWLFVDQGWHFKQRORJLFDOIDFWRUV$VWHFKQRORJLHVDUH
UDSLGO\FKDQJLQJXQSUHGLFWDEOHQHZWHFKQRORJ\PD\EHFUHDWHG7KHVHHYHQWVZLOOFDXVHWHFKQRORJ\HYROXWLRQULVNV
&RQIOLFWV DPRQJ LQWHQVLRQVDQG H[SHFWDWLRQVRIGLIIHUHQW VWDNHKROGHUV VXFK DVXVHUVSXUFKDVHUV GHYHORSHUV DQG
RSHUDWRUVPD\DOVRFDXVHWKHGHSHQGDELOLW\ULVNV
,WLVLPSRUWDQWWRLGHQWLI\WKHVHWZRW\SHVRIULVNVIRUGHYHORSLQJPRGHUQV\VWHPVVDIHO\7KHURRWFDXVHVDQGUHPHGLHV
RIUHFHQWVRFLDOSUREOHPDWLF,7V\VWHPIDLOXUHVVXFKDVQHWPDSGLVWXUEDQFHFORXGVHUYHUDIIDLUUDLOZD\H[SUHVVVWRS
DIIDLUQHWVKRSGLVWXUEDQFHDUHXVHGWRV\VWHPDWLFDOO\OHDUQWKHV\VWHPVDIHW\NQRZOHGJH3DUWLFLSDQWVFDQOHDUQWKHVH
IDLOXUHFDVHVLQUHODWLRQWRSUREOHPHYHQWVFDXVHVDQGUHPHGLHVRIUHFXUUHQFH
2.2. Fundamentalknowledgeofsystemsafetyterminology
7HUPLQRORJ\ RQ WKH GHSHQGDELOLW\ FRQFHSW DQG LWV DWWULEXWHV WKUHDWV DQG UHPHGLHV DUH LQWURGXFHG 7KH
GHSHQGDELOLW\DWWULEXWHVDUH$YDLODELOLW\5HOLDELOLW\6DIHW\&RQILGHQWLDOLW\,QWHJULW\DQG0DLQWDLQDELOLW\7KUHDWV
IRUGHSHQGDELOLW\DUH)DXOWV(UURUVDQG)DLOXUHV)DXOWV(UURUVDQG)DLOXUHVDUHFDXVHVVLWXDWLRQVDQGRXWFRPHV
UHVSHFWLYHO\7KHVHWHUPGHILQLWLRQVDUHLPSRUWDQWEHFDXVHSURMHFWPHPEHUVPD\XVHWKHVHWHUPVLQGLIIHUHQWPHDQLQJ
&RXQWHUPHDVXUHVIRUWKHGHSHQGDELOLW\WKUHDWVLQFOXGH)DXOW3UHYHQWLRQ)DXOW7ROHUDQFH)DXOW5HPRYDODQG)DXOW
)RUHFDVWLQJ
7KHIXQGDPHQWDOFRQFHSWRIV\VWHPVDIHW\FRQVLVWVRIGHVLJQIRUVDIHW\V\VWHPVDIHW\LQWRWDOV\VWHPVDIHW\WUDGH
RIIIDOVHQHJDWLYHDQGIDOVHSRVLWLYHIDLOXUHPHDVXUHV)RUH[DPSOHV\VWHPLVVDIHLIVRIWZDUHH[HFXWLRQGRHVQRW
FRQWULEXWHDQ\V\VWHPKD]DUGV)DOVHSRVLWLYHLVGHILQHGDVWKHGHFLVLRQHUURUWKDWDVDIHVLWXDWLRQLVPLVWDNHQO\GHFLGHG
DVGDQJHURXV2QWKHRWKHUKDQGIDOVHQHJDWLYHLVGHILQHGDVWKHGHFLVLRQHUURUWKDWDGDQJHURXVVLWXDWLRQLVPLVWDNHQO\
GHFLGHGDVVDIH )RU WKHILUVWGLVFKDUJHRI(SVLORQURFNHW LWVV\VWHPGHFLVLRQZDVIDOVHSRVLWLYH ,Q WKLVZD\ WKH
XQGHUVWDQGLQJRIVDIHW\FRQFHSWVVXFKDVIDOVHSRVLWLYHV\VWHPGHVLJQDQGYHULILFDWLRQIRUVDIHW\FDQEHDFFRPSOLVKHG
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2.3. System safety principles 
)RUWKHNQRZOHGJHRIV\VWHPVDIHW\SULQFLSOHVKLHUDUFKLFDOPRGHORIDFFLGHQWFDXVHVDIHW\FXOWXUHKXPDQIDFWRU
FDVHVWXGLHVRIVDIHW\SULQFLSOHVDUHOHFWXUHG)RUH[DPSOHWKHDFFLGHQWFDXVHHIIHFWPRGHOSURYLGHVWKHIROORZLQJ
VWHSV7KHODFNRIVDIHW\FXOWXUHZLOOFDXVHSRRURUJDQL]DWLRQPDQDJHPHQW7KHLQDGHTXDWHGHVLJQDQGRSHUDWLRQ
PDQDJHPHQWZLOOORZHUWKHTXDOLW\RIZRUN7KHIDLOXUHDQGXQVDIHDFWLYLWLHVRFFXU$VDUHVXOWKXPDQKHDOWK
DQGSURSHUW\DUHGDPDJHG
7KHJHQHULFDWWLWXGHVDQGHQGHDYRUVRQWKHVDIHW\RIRUJDQL]DWLRQPHPEHUVDUHFDOOHGDVWKHVDIHW\FXOWXUHRIWKH
RUJDQL]DWLRQ([DPSOHVRQWKHODFNRIVDIHW\FXOWXUHWKDWFDXVHVDFFLGHQWVRYHUFRQILGHQFHDQGVHOIVDWLVIDFWLRQZKDW
ZLOOKDSSHQLIWKHORZSULRULW\LVDVVLJQHGWRVDIHW\WUDGHRIIRIVDIHW\DUHDOVROHFWXUHG
(UURU)RUFLQJ&RQWH[WLVLPSRUWDQWIRUXQGHUVWDQGLQJKXPDQIDFWRUV,IWKHHUURUIRUFLQJFRQWH[WLVFRQVWUXFWHGEDVHG
RQWKHSHUVRQDOHQYLURQPHQWDODQGVRFLDOIDFWRUVSHRSOHZLOOFDXVHXQVDIHDFWLYLWLHV,ISHRSOHKDYHLQVXIILFLHQWWLPH
DQGYDJXHLQIRUPDWLRQWKH\ZLOOGHFLGHLQFRUUHFWO\)RUH[DPSOHXVHUVDUHGLIILFXOWWRVKDUHGHVLJQLQWHQVLRQVZLWK
HQJLQHHUV7KHUHIRUHXVHUVDOZD\VGHFLGHV\VWHPRSHUDWLRQVXVLQJLQVXIILFLHQWLQIRUPDWLRQ7RUHGXFHKXPDQHUURUV
LWLVQHFHVVDU\WRLGHQWLI\DQGUHPRYHWKHHUURUIRUFLQJFRQWH[W
2.4. system safety program development 
7KHFRQVWLWXHQWVRIWKHV\VWHPVDIHW\SURJUDPNQRZOHGJHDUHWKHGHYHORSPHQWRIDQRUJDQL]DWLRQDOV\VWHPVDIHW\
SODQH[HFXWLRQPDQDJHPHQWRIWKHSODQDQGWKHHYDOXDWLRQRIWKHH[HFXWLRQUHVXOW
&DVHVWXGLHVRIWKHRUJDQL]DWLRQDOVDIHW\SURJUDPLQFOXGHV$656$YLDWLRQ6DIHW\5HSRUWLQJ6\VWHP-$;$
VDIHW\SURJUDP2'$2SHQGHSHQGDELOLW\WKURXJK$VVXUHGQHVV,7,/6HUYLFH&RQWLQXLW\0DQDJHPHQW%\
XQGHUVWDQGLQJWKHVHFDVHVUHODWHGO\SDUWLFLSDQWVFDQH[WHQGWKHLUYLHZVRQWKHV\VWHPVDIHW\SURJUDPGHYHORSPHQW
$XWKRUVSURSRVHGWKH2'$WKDWLVWKHVWDQGDUGRI7KH2SHQ*URXS
2.5. HAZARD analysis methods 
+D]DUGDQDO\VLVPHWKRGNQRZOHGJHLQFOXGHVKD]DUGDQDO\VLVSURFHVVHVDQGKD]DUGDQDO\VLVPRGHOV7\SLFDOKD]DUG
DQDO\VLVPRGHOVDUH)7$)DXOW7UHH$QDO\VLV(7$(YHQW7UHH$QDO\VLV)0($)DLOXUH0RGHVDQG(IIHFWV
$QDO\VLV+$=23+D]DUGDQG2SHUDELOLW\$QDO\VLV673$6\VWHP7KHRUHWLF3URFHVV$QDO\VLV
7KHVH PRGHOV DUH DSSOLHG WR VRIWZDUH V\VWHPV DOWKRXJK WKH\ ZHUH ZLGHO\ DSSOLHG WR KDUGZDUH DQG SODQW
GHYHORSPHQW VR IDU 673$ LV DQHZ V\VWHPKD]DUG DQDO\VLVPHWKRGEDVHGRQ WKH67$03 6\VWHPV 7KHRUHWLF
$FFLGHQW0RGHOLQJDQG3URFHVVHV7KHIRFXVRI673$PRYHGWRIRUFHVDIHW\FRQVWUDLQWVRQWKHV\VWHPEHKDYLRXU
7KHIRFXVHVRI)7$DQG)0($DUHWRUHVROYHFDXVHVRIIDLOXUHV
,W LVDOVRQHFHVVDU\ WRXQGHUVWDQG WKH LQWHUUHODWLRQVKLSDPRQJYDULRXVPRGHOVDQG WKHVHOHFWLYHFRPELQDWLRQRI
PRGHOV
2.6. System safety requirements analysis 
6\VWHPVDIHW\UHTXLUHPHQWVDQDO\VLVNQRZOHGJHLQFOXGHVUHTXLUHPHQWVVSHFLILFDWLRQGHILQLWLRQVRIWZDUHVDIHW\
UHTXLUHPHQWV DQDO\VLV  FRPSOHWHQHVV FULWHULD RI UHTXLUHPHQWV VSHFLILFDWLRQ  &RPSOHWHQHVV RI UHTXLUHPHQWV
VSHFLILFDWLRQLVQHFHVVDU\WRGHILQHVDIHW\EHKDYLRURIVRIWZDUHLQWKHFRXUVHRIV\VWHPH[HFXWLRQ7KHUROHRIVRIWZDUH
VDIHW\UHTXLUHPHQWVDQDO\VLVLQVRIWZDUHVDIHW\SURFHVVLVVKRZQLQ7DEOH7KH7DEOHVKRZVWKDWWKHVRIWZDUHVDIHW\
UHTXLUHPHQWVGHILQLWLRQLVQHFHVVDU\WRVKRZV\VWHPKD]DUGVZLOOQRWRFFXUDQGWKXVVRIWZDUHLVVDIH:LWKRXWKD]DUG
DQDO\VLVNQRZOHGJHLWLVLPSRVVLEOHWRDVVXUHVRIWZDUHVDIHW\+D]DUGDQDO\VLVDQGVDIHW\UHTXLUHPHQWVNQRZOHGJHLV
QHFHVVDU\IRUGHYHORSLQJPRGHUQV\VWHPV

2.7. System safety analysis and design verification
)RUWKHV\VWHPVDIHW\DQDO\VLVDQGGHVLJQYHULILFDWLRQNQRZOHGJHLQGHSHQGHQWYHULILFDWLRQDQGYDOLGDWLRQPHWKRGV
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DQGFDVHVWXGLHVDUHRUJDQL]HG
9HULILFDWLRQVKRZVHYLGHQFHVWKDWWKHV\VWHPLVFRUUHFWO\GHYHORSHG9DOLGDWLRQVKRZVHYLGHQFHVWKDWWKHGHYHORSHG
V\VWHPLVFRUUHFW7KUHHW\SHVRILQGHSHQGHQF\DUH)LQDQFLDOLQGHSHQGHQF\7HFKQRORJ\LQGHSHQGHQF\DQG
0DQDJHPHQWLQGHSHQGHQF\)LQDQFLDOLQGHSHQGHQF\LVDFKLHYHGE\WKHLQYHVWPHQWIURPWKHSRLQWRIFRPSDQ\ZLGH
YLHZ7HFKQRORJ\ LQGHSHQGHQF\ LV DFKLHYHG E\ WKH GHILQLWLRQ RI VFRSH DQG WDVNV EDVHG RQ WKH VWDQGDUGL]HG WDVN
VWUXFWXUH0DQDJHPHQWLQGHSHQGHQF\LVDFKLHYHGE\WKHIXQFWLRQDOPDQDJHPHQWRUJDQL]DWLRQVXFKDV2IILFHRI6DIHW\
DQG0LVVLRQ$VVXUDQFH260$:LWKRXWWKHXQGHUVWDQGLQJRIWHFKQRORJ\LQGHSHQGHQF\LWLVLPSRVVLEOHWRDFKLHYH
YHULILFDWLRQDQGYDOLGDWLRQRIVDIHW\7KHDFKLHYHPHQWRIWKHWHFKQRORJLFDOVDIHW\VKRXOGEHHYDOXDWHGE\WKHWKLUG
SDUW\RUJDQL]DWLRQ7KHV\VWHPVDIHW\VKRXOGEHDVVXUHGE\WKHWKLUGSDUW\XVLQJVWDQGDUGWHFKQRORJLHV,62
VWDQGDUGL]HGWKHIXQFWLRQDOVDIHW\PDQDJHPHQW

7DEOH6RIWZDUH6DIHW\3URFHVV
3URFHVV 'HVFULSWLRQ
6RIWZDUH+D]DUG$QDO\VLV %DVHGRQV\VWHPKD]DUGVVRIWZDUHKD]DUGVDUHLGHQWLILHGE\WUDFLQJ
LQWHUIDFHKD]DUGVEHWZHHQKDUGZDUHDQGVRIWZDUH
6RIWZDUH6DIHW\5HTXLUHPHQWV$QDO\VLV VDIHW\UHTXLUHPHQWVRQVRIWZDUHEHKDYLRUDUHHOLFLWLQJE\SUHYHQWLQJ
VRIWZDUHKD]DUGV
&RQVLVWHQF\YDOLGDWLRQ &RQVLVWHQF\EHWZHHQVRIWZDUHUHTXLUHPHQWVVSHFLILFDWLRQDQGVRIWZDUH
VDIHW\UHTXLUHPHQWVLVYDOLGDWHG
&RPSOHWHQHVVYDOLGDWLRQ &RPSOHWHQHVVRIUHTXLUHPHQWVVSHFLILFDWLRQLQFOXGLQJPDQPDFKLQH
LQWHUIDFHVSHFLILFDWLRQLVYDOLGDWHG


2.8. System Safety Design Method
7KH V\VWHPVDIHW\GHVLJQPHWKRGNQRZOHGJH LQWURGXFHV VDIHW\GHVLJQSURFHVVDQG VDIHW\GHVLJQPHWKRGV7KH
VDIHW\GHVLJQSURFHVVVKRZVOHDUQLQJSURFHVVIRUSUHYLRXVFULWLFDOIDLOXUHFDVHVKD]DUGDQDO\VLVSURFHVVIRUWKH
GHVLJQWDUJHWVDQGGHVLJQFKDQJHPDQDJHPHQWSURFHVV
7ROHDUQIDLOXUHFDVHVLWLVQHFHVVDU\WRGHYHORSFULWHULDEDVHGRQJHQHULFVDIHW\GHVLJQSULQFLSOHVDFWLRQUXOHV
WRSUHYHQWUHFXUUHQWIDLOXUHVVRIWZDUHGHVLJQFKDUDFWHULVWLFVDQGGHVLJQFKHFNOLVWV7KHUHDUHWZRW\SHVRIKD]DUG
DQDO\VLVPHWKRGV7KHILUVWPHWKRGLVDSSOLHGWRGHYHORSGHVLJQFULWHULDUHTXLUHPHQWVWHVWUHTXLUHPHQWVDQGKXPDQ
LQWHUIDFHUHTXLUHPHQWVEDVHGRQVDIHW\FRQVWUDLQWFRQGLWLRQVDQGKD]DUGV7KHVHFRQGPHWKRGLVDSSOLHGWRFRQWURO
KD]DUGVE\WUDFLQJVDIHW\UHTXLUHPHQWVDQGFRQVWUDLQWVIRUFRGHV'HVLJQFKDQJHVDUHQHFHVVDU\LIXQLGHQWLILHGKD]DUGV
ZHUHUHYHDOHG7KHGHVLJQFKDQJHSURFHVVVKRXOGFRQVLGHUFRQGLWLRQVFKDQJHGDQGYDOLGQHVVRIWKHFKDQJHGHFLVLRQV
GHVLJQGHFLVLRQVUHFRUGDQGLQFLGHQWPDQDJHPHQW7KHGHVLJQGHFLVLRQUHFRUGVDOVRGHVFULEHSUHFRQGLWLRQV
GHFLVLRQFULWHULDDQGUDWLRQDOIRUWKHGHVLJQGHFLVLRQ
)RUWKHLQFLGHQWPDQDJHPHQWLWLVQHFHVVDU\WRDQDO\]HYDOLGQHVVRIWKHGHVLJQGHFLVLRQDQGWRUHFRUGSUDFWLFHVWR
OHDUQIDLOXUHV
2.9. System safety assurance methods
7KHV\VWHPVDIHW\DVVXUDQFHPHWKRGNQRZOHGJHLQWURGXFHVWKHEDVLFFRQFHSWRIVDIHW\FDVHDQGUHODWHGLQWHUQDWLRQDO
VWDQGDUGV 'HSHQGDELOLW\ FDVH LV DOVR LQWURGXFHG DV WKH DVVXUDQFH FDVH IRU GHSHQGDELOLW\ 7KH IXQGDPHQWDO
FRQVWLWXHQWV RI WKH VDIHW\ FDVH DUH  FODLPV RQ WKH V\VWHP VDIHW\  SUHFRQGLWLRQV  HYLGHQFHV DQG  ORJLFDO
DUJXPHQWVWUXFWXUHIRUH[SODLQLQJWKDWFODLPVKROGEDVHGRQSUHFRQGLWLRQVDQGHYLGHQFHV6DIHW\FDVHLVUHFRPPHQGHG
WRXVHE\ WKH LQWHUQDWLRQDO IXQFWLRQDOVDIHW\VWDQGDUGPHQWLRQHGDERYH-DSDQHVHHQJLQHHUVZHUHQRWSURYLGHG WKH
WUDLQLQJRIWKHORJLFDOH[SODQDWLRQEDVHGRQFODLPVSUHFRQGLWLRQVDQGHYLGHQFHV7KHUHIRUHWKHORJLFDOH[SODQDWLRQ
WUDLQLQJ LV LPSRUWDQW WR LQWURGXFH VDIHW\ FDVH PHWKRG LQWR -DSDQHVH FRPSDQLHV 7KH UHDVRQ RI WKH FRQIXVLRQ RQ
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GHYHORSLQJVDIHW\FDVHV LV WKH LQVXIILFLHQWXQGHUVWDQGLQJRI WKHSUHFRQGLWLRQV WKDWDUH WDUJHWV\VWHPDQG LWV VRFLR
WHFKQLFDOHQYLURQPHQWV,WLVDOVRLPSRUWDQWWRHGXFDWHV\VWHPFRQWH[WDQDO\VLVWRLGHQWLI\SUHFRQGLWLRQVRIVDIHW\FDVHV
7KHVRFLRWHFKQLFDOFRQWH[WLQFOXGHVV\VWHPVDIHW\SULQFLSOHVVDIHW\VWDQGDUGVDQGUHJXODWLRQV7KHVDIHW\FDVHUHODWHG
VWDQGDUGVLQFOXGH,62,(&,62DQG2'$

2.10. System safety assurance process
7KH V\VWHP VDIHW\ DVVXUDQFHSURFHVVNQRZOHGJH LQWURGXFHV DFFRXQWDELOLW\  V\VWHP VDIHW\RUJDQL]DWLRQ
V\VWHPVDIHW\GRFXPHQWDQGVDIHW\LQIRUPDWLRQV\VWHP)RUDFKLHYLQJDFFRXQWDELOLW\RQV\VWHPVDIHW\DVVXUDQFH
LWLVQHFHVVDU\WRPRQLWRUDQGHYDOXDWHWKHUHVXOWRIVDIHW\UHPHGLHVE\RUJDQL]DWLRQDOPHPEHUVZKRDUHUHVSRQVLEOH
IRUWKHV\VWHPVDIHW\
7KHVDIHW\PDQDJHPHQWDFWLYLWLHVVKDOOEHDFFRPSOLVKHGE\GHYHORSLQJWKHV\VWHPVDIHW\GLYLVLRQWRHVWDEOLVKWKH
V\VWHPVDIHW\RUJDQL]DWLRQ7KHVDIHW\DVVXUDQFHSURFHVVFRQVLVWVRILGHQWLILFDWLRQRIVDIHW\UHTXLUHPHQWDQGKD]DUGV
VDIHW\GHVLJQVDIHW\FRPSRQHQWDQDO\VLVGHYHORSPHQWRIVDIHW\FHUWLILFDWLRQUHSRUWDQGGHYHORSPHQWRI
WKHV\VWHPVDIHW\UHSRUW
7KHV\VWHPVDIHW\SURJUDPLVGHILQHGE\V\VWHPVDIHW\GRFXPHQWVGHVFULELQJV\VWHPVDIHW\RUJDQL]DWLRQV\VWHP
VDIHW\HYDOXDWLRQFULWHULDV\VWHPVDIHW\GDWDDQGKD]DUGDQDO\VLV7KHVDIHW\LQIRUPDWLRQV\VWHPVKRXOGEHSUHSDUHG
WRVPRRWKO\H[HFXWHWKHV\VWHPVDIHW\SURJUDP7KHVDIHW\LQIRUPDWLRQV\VWHPPDQDJHVGRFXPHQWZKLFKGHVFULEHV
KD]DUGVDQGUHPHGLHVLQWHURUJDQL]DWLRQOHYHO$W\SLFDOVDIHW\LQIRUPDWLRQV\VWHPLVWKH$656
(GXFDWLRQ0HWKRGRIWKH.QRZOHGJH
,QFDVHRIOHDUQLQJWKHDERYHV\VWHPVDIHW\YDOLGDWLRQNQRZOHGJHSHUVRQDOVWXG\LVQRWVXIILFLHQW7KHNQRZOHGJH
OHDUQWVKRXOGEHGLVFXVVHGLQWKHIRUPRIJURXSZRUNVKRSWRPDNHWKHNQRZOHGJHPRUHFOHDU3DUWLFLSDQWVFDQEH
OHDUQW HDFK RWKHU LQ WKH JURXS GLVFXVVLRQ ,W LV EHWWHU WR KDYH VHYHUDO KRXUV RI WKH GLVFXVVLRQZRUNVKRS IRU HDFK
NQRZOHGJH FDWHJRU\ ,I WKH VXIILFLHQW WLPH FDQQRW EH SUHSDUHG WKH VLPSOH FRQFLVH FRXUVH ZLOO DOVR SURYLGH WR
XQGHUVWDQGRYHUYLHZRIWKHNQRZOHGJH7KHIROORZLQJVKRZVWKHFDVHVWXGLHVRIWKHWZRW\SHRIHGXFDWLRQH[DPSOHV
&DVHVWXG\
:H KDYH GHYHORSHG WUDLQLQJ PDWHULDOV EDVHG RQ WKH V\VWHP VDIHW\ NQRZOHGJH LQ FRRSHUDWLRQ ZLWK D EXVLQHVV
FRPPXQLFDWLRQFRPSDQ\7KHFRQWHQWRI WKHWUDLQLQJLVVKRZQLQ7DEOH%DVHGRQWKHRI WKHVDIHW\NQRZOHGJH
OHFWXUHEDVHGDQGGLVFXVVLRQEDVHG WUDLQLQJVZHUHSURYLGHG WR ,7 HQJLQHHUVRI D -DSDQHVH FRPPXQLFDWLRQ VHUYLFH
FRPSDQ\
4.1. Lecture-based training  
7KHEDVLFWUDLQLQJSURYLGHVWZROHFWXUHVRIWKUHHKRXUVIRUWKHEDVLFDQGSODQQLQJNQRZOHGJHLQ7DEOH7KHEDVLF
OHFWXUHZDVSURYLGHGIRUSDUWLFLSDQWVRIDODUJH-DSDQHVHFRPPXQLFDWLRQFRPSDQ\7KHSDUWLFLSDQWVDQVZHUHGWKH
TXHVWLRQQDLUH RQ WKH EDVLF WUDLQLQJ7KH UHVXOW RI WKH TXHVWLRQQDLUH VKRZHG HYHU\ SDUWLFLSDQW VDWLVILHG WKH OHFWXUH
FRQWHQW2SLQLRQVRIWKHSDUWLFLSDQWVFDQEHFDWHJRUL]HGE\NQRZOHGJHFRQWHQWFDVHVWXGLHVDQGEXVLQHVV
UHODWLRQVKLS7KHVHRSLQLRQVDUHDVIROORZV



$ ,WZDVXVHIXOWROHDUQWKDWWKHUHZHUHYDULRXVPHDQVWRFRQILUPVDIHW\IURPYDULRXVSRLQWVRIYLHZ
% ,NQHZWKDWWKHUHZHUHPDQ\HYDOXDWLRQFULWHULDRIWKHV\VWHPVDIHW\LQYDULRXVZD\VDQGEHFDPHLQWHUHVWHG
& ,XQGHUVWRRGWKHZD\RIWKLQNLQJRIWKHV\VWHPVDIHW\TXLHWZHOO,KDYHOHDUQWORWVRINQRZOHGJHWKDW,QHYHU
FRQVLGHUHG
' ,KDYHQHYHUOHDUQWWKHFRQWLQXLW\RIWKHV\VWHPIXQFWLRQV\VWHPDWLFDOO\
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( ,WZDVLQIRUPDWLYHWROHDUQDORWRINQRZOHGJHWKDWLVQRWDEOHWRNQRZE\WKHXVXDOEXVLQHVVDFWLYLWLHV



) &DVH VWXGLHVZHUHXVHIXO WR FODULI\ WKHFRQIXVHGZD\RIRUGLQDO WKLQNLQJEHFDXVHFDVHVZHUHEDVHGRQ WKH
V\VWHPDWLFZD\VRIWKLQNLQJDQGHDV\WRXQGHUVWDQG
* ,WZDVHDV\WRXQGHUVWDQGVDIHW\FRQFHSWVE\XVLQJPDQ\FDVHVWXGLHV
+ 0DQ\XVHIXOFDVHVWXGLHVZHUHLQWURGXFHG,VVXHVDQGZD\VRIWKLQNLQJWRVROYHLVVXHVRIWKHFDVHVZHUHYHU\
HDV\WRXQGHUVWDQG



, 7KHWUDLQLQJZDVXVHIXOEHFDXVHP\GXW\LVWRDVVXUHWKHVHUYLFHUHOLDELOLW\DQGWKHVDIHW\RIWDVNV
- $VWKHV\VWHPRSHUDWLRQLVP\EXVLQHVVWKHLQVXIILFLHQF\RIWKHFXUUHQWV\VWHPRSHUDWLRQZDVFOHDUO\LGHQWLILHG
. $V,KDYHOHDUQWE\WKHWUDLQLQJ,DPJRLQJWRSUHSDUHSURFHVVHVWRIRUHFDVWH[FHSWLRQVDQGXQH[SHFWHGHYHQWV
/ $OWKRXJK,DPQRW UHVSRQVLEOH IRU WKHV\VWHPRSHUDWLRQ WKH WUDLQLQJZDV LQIRUPDWLYH WRXQGHUVWDQGV\VWHP
RSHUDWLRQULVNV

4.2. Discussion-based workshop 
,QWKHGLVFXVVLRQEDVHGZRUNVKRSWLPHVRIZRUNVKRSZHUHSURYLGHGDFFRUGLQJWRWKHFRQWHQWRI7DEOH(DFK
ZRUNVKRS WLPHZDV  KRXUV7KH WUDLQLQJ FRQWHQWV DUH OHFWXUHV JURXS H[HUFLVHV SUHVHQWDWLRQV DQG UHYLHZV 7KH
SUDFWLFHFDVHVZHUHSUHSDUHGIRUWKHJURXSH[HUFLVHV7KHOHFWXUHUOHFWXUHVRQWKHEDVLFFRQFHSWDERXWWKHWKHPHLQ
PLQXWHV ,Q WKH JURXS H[HUFLVH SDUWLFLSDQWV GLVFXVVHG WKH FDVH WKHPH IRU  PLQXWHV 3DUWLFLSDQWV PDGH WKHLU
SUHVHQWDWLRQEDVHGRQWKHGLVFXVVLRQDQGH[FKDQJHGRSLQLRQVIRUPLQXWHV$WODVWWKHOHFWXUHUVKRZHGWKHRYHUDOO
HYDOXDWLRQIRUWKHSUHVHQWDWLRQVLQPLQXWHV

7DEOH6\VWHP6DIHW\NQRZOHGJHFRQWHQW
&DWHJRU\ .QRZOHGJH 2YHUYLHZ
)XQGDPHQWDO 0RGHUQV\VWHPVULVNVDQGURRWFDXVHVRIIDLOXUHV
%DVLFNQRZOHGJHRIV\VWHPVDIHW\WHUPLQRORJ\
6RFLDOLQIUDVWUXFWXUHULVNV\VWHPIDLOXUHFDVHV
)DXOWHUURUIDLOXUHKD]DUGGHSHQGDELOLW\
3ODQQLQJ 6\VWHPVDIHW\SULQFLSOHV
6\VWHPVDIHW\SURJUDPGHYHORSPHQW
6DIHW\FXOWXUHVDIHW\YLVLRQGHILQLWLRQPHWKRG
2UJDQL]DWLRQDOVDIHW\SURJUDPGHYHORSPHQWFDVHV
$QDO\VLVDQG'HVLJQ +D]DUGDQDO\VLVPHWKRGV

6\VWHPVDIHW\UHTXLUHPHQWVDQDO\VLV
6\VWHPVDIHW\GHVLJQ
+D]DUGDQDO\VLVPRGHOVDQGSURFHVVHV)7$)0($+$=23
673$㸧
'HSHQGDELOLW\UHTXLUHPHQWVVWUXFWXUHRIVDIHW\UHTXLUHPHQWV
6DIHW\GHVLJQSURFHVVDQGHOHPHQWV
9HULILFDWLRQDQG
YDOLGDWLRQ
6\VWHPVDIHW\YHULILFDWLRQDQGYDOLGDWLRQ
6\VWHPVDIHW\DVVXUDQFHPHWKRGV

6\VWHPVDIHW\DVVXUDQFHSURFHVV
,QGHSHQGHQWYHULILFDWLRQDQGYDOLGDWLRQ,9	9FDVHVWXGLHV
6DIHW\FDVHGHYHORSPHQWDQGYDOLGDWLRQV\VWHPVDIHW\DVVXUDQFH
ZLWKVDIHW\FDVH
6DIHW\DVVXUDQFHSURFHVVGHYHORSPHQWDQGPRQLWRULQJ



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5HODWHGZRUN
7KHSURSRVHGV\VWHPVDIHW\NQRZOHGJHH[WHQGHGWKHVDIHW\NQRZOHGJHGHVFULEHGLQWKH6DIHZDUHPDLQO\RQWKH
GHSHQGDELOLW\FRQFHSW,9	9DQGFDVHVWXGLHVRQWKHPRGHUQ,7V\VWHPIDLOXUHV7KHIROORZLQJ7DEOHFRPSDUHV
WKHV\VWHPVDIHW\NQRZOHGJHEHWZHHQWKH6DIHZDUHDQGWKHSURSRVHGWUDLQLQJFRXUVH

7DEOH&RPSDULVRQRIERGLHVRINQRZOHGJH
&DWHJRU\ .QRZOHGJH 2YHUYLHZ
)XQGDPHQWDO 7UDGLWLRQDOV\VWHPVULVNV1R(QWHUSULVHIDLOXUHFDVHV
%DVLFNQRZOHGJHRIV\VWHPVDIHW\WHUPLQRORJ\
0RGHUQV\VWHPVULVNV(QWHUSULVHV\VWHPIDLOXUHFDVHV
6DPHDVRQWKHOHIW7KHGHSHQGDELOLW\FRQFHSWLVDGGHG
3ODQQLQJ 6\VWHPVDIHW\SULQFLSOHVVDIHW\FXOWXUH

6\VWHPVDIHW\SURJUDPGHYHORSPHQW
6DPHDVRQWKHOHIW+XPDQ0DFKLQH&RPPXQLFDWLRQ(UURU
)RUFLQJDQG9LRODWLRQ3URPRWLQJ&RQWH[WDUHDGGHG
6DPHDVRQWKHOHIW-DSDQHVHVDIHW\SURJUDPVDUHDGGHG
$QDO\VLVDQG
'HVLJQ
+D]DUGDQDO\VLVPHWKRGV+$=23HWF
6\VWHPVDIHW\UHTXLUHPHQWVDQDO\VLV
6\VWHPVDIHW\GHVLJQ
6DPHDVRQWKHOHIW673$DQG$VVXUDQFHFDVHDUHDGGHG
6DPHDVRQWKHOHIW'HSHQGDELOLW\UHTXLUHPHQWVLVDGGHG
6DPHDVRQWKHOHIW
9HULILFDWLRQDQG
YDOLGDWLRQ
6\VWHPVDIHW\YHULILFDWLRQ6XPPDUL]HGGHVFULSWLRQ
RQ,9	9
1RV\VWHPVDIHW\DVVXUDQFHPHWKRGDQGVWXG\
6\VWHPVDIHW\SURFHVVGRFXPHQWRUJDQL]DWLRQDQG
LQIRUPDWLRQV\VWHP
6DPHDVRQWKHOHIW,9	9SURFHVVDQGFDVHVWXGLHV
'HSHQGDELOLW\DQGVDIHW\FDVHGHYHORSPHQWDQGYDOLGDWLRQDQG
FDVHVWXGLHV
6DPHDVRQWKHOHIW$FFRXQWDELOLW\DFKLHYHPHQWSURFHVVRQ
VDIHW\LVDGGHG

7KHWH[WERRNRI6RPPHUYLOOHLVWKHRQO\VRIWZDUHHQJLQHHULQJWH[WERRNPHQWLRQVGHSHQGDELOLW\DOWKRXJKLWGLG
QRWFRQVLGHUDOOWKHV\VWHPVDIHW\NQRZOHGJHLQWHJUDWHGLQWKLVSDSHU7KHVDIHW\NQRZOHGJHZDVWUHDWHGRQO\IURP
WKHSRLQWRIWKHQRQIXQFWLRQDOUHTXLUHPHQWVDQGDUFKLWHFWXUH
6XPPDU\
,Q WKLV SDSHU D ERG\ RI NQRZOHGJH RQ WKH V\VWHP VDIHW\ LV SURSRVHG 7KH ERG\ RI NQRZOHGJH V\VWHPDWLFDOO\
LQWHJUDWHVEDVLFVDIHW\FRQFHSWVVDIHW\UHTXLUHPHQWVDQDO\VLVVDIHW\GHVLJQVDIHW\YHULILFDWLRQDQGYDOLGDWLRQVDIHW\
FDVHDQGVDIHW\SURJUDPPDQDJHPHQW,IVRIWZDUHHQJLQHHUVGLGQRWOHDUQWKHV\VWHPVDIHW\NQRZOHGJHLWLVGLIILFXOW
WRDFFRPSOLVKWKHVDIHV\VWHPGHVLJQDQGYDOLGDWLRQ7KHUHIRUHWKHV\VWHPDWLFWUDLQLQJRIWKHV\VWHPVDIHW\NQRZOHGJH
LVLPSRUWDQWIRUGHYHORSLQJVDIHV\VWHPV
7KH WUDLQLQJ FRXUVHV EDVHG RQ WKH SURSRVHG NQRZOHGJH ZHUH DOVR GHYHORSHG DQG HYDOXDWHG 7KH RSLQLRQV RI
SDUWLFLSDQWVVKRZHGWKHWUDLQLQJZDVXVHIXOWRLPSURYHVDIHW\RIV\VWHPRSHUDWLRQV
)XWXUHZRUNLQFOXGHVDGGLWLRQDOVWXGLHVRQWKHWUDLQLQJRIWKHV\VWHPVDIHW\NQRZOHGJH7KHLPSURYHPHQWRIWKH
NQRZOHGJHZLOODOVRQHFHVVDU\EDVHGRQWKHDGGLWLRQDOVWXGLHV
$SSHQGL[$/LVWRI0RGHUQ,7V\VWHPFDVHVWXGLHV
$ 72<27$3ULXVFDVHVWXG\
% $SSOH0$3FDVHVWXG\
& 72.<26WRFN([FKDQJH¶V$UURZKHDGIDLOXUHFDVHVWXG\
' &ORXGVHUYHUIDLOXUHFDVHVWXG\
( *528321,QWHUQHWVKRSFDVHVWXG\
) $70IRUJHGFDUGFDVHVWXG\
* /RFDOJRYHUQPHQWQHWZRUNIDLOXUHFDVHVWXG\
+ &RPPXQLFDWLRQV\VWHPIDLOXUHFDVHVWXG\
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, &RPPXQLFDWLRQQHWZRUNWUDIILFIDLOXUHFDVHVWXG\
- 63((',6\VWHPIRU3UHGLFWLRQRI(QYLURQPHQWDO(PHUJHQF\'RVH,QIRUPDWLRQFDVHVWXG\
. -5VXSHUH[SUHVVRSHUDWLRQV\VWHPFDVHVWXG\
/ (SVLORQURFNHWFDVHVWXG\
5HIHUHQFHV
/HYHVRQ1Safeware - System Safety and Computers$GGLVRQ:HVOH\
6RPPHUYLOOH,HWDO/DUJH6FDOH&RPSOH[,76\VWHPVCommunications of The ACM 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